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DATA PROTECTION POLICY
[applies to all Trust employees]
1.
Introduction

The Data Protection Act (1998) outlines the rights of individuals and the duties of organisations in relation to personal data.  The Act was introduced to balance the needs of organisations that collect and use personal data during the conduct of their business, against the rights of the individual to have their privacy respected and personal data managed safely.
This document should be read in conjunction with the Trust’s Freedom of Information Policy. 
Practically, the Data Protection Act requires us to:
· register with the Information Commissioner details of the purposes for which we process personal data.  If we intend to process personal data for a new purpose we must update our registration
· inform individuals how we will process their personal data, this is usually done at the point of collection in the form of a Data Protection Act statement
· gain consent from individuals before we process their personal data for any purpose other than the purpose it was collected for
· allow individuals access to their own personal data, this includes personal data of staff. This is commonly called a ‘Subject Access Request’ and we have 40 calendar days to provide the requested information
· protect personal data we hold from unauthorised use or disclosure and accidental loss or destruction by having appropriate security measures in place
2.
Scope

This policy applies to all employees of Birmingham City University Academies Trust (BCUAT), including employees working in academies operating as part of the Trust and all Head Office employees.

3.
Data Gathering

· All personal data relating to staff, pupils or other people with whom we have contact, whether held on computer or in paper files, are covered by the Act
· Only relevant personal data may be collected and the person from whom it is collected should be informed of the data’s intended use and any possible disclosures of the information that may be made
4.
Data Storage

· Personal data will be stored in a secure and safe manner
· Electronic data will be protected by standard password and firewall systems 

· Computer workstations in administrative areas will be positioned so that they are not visible to casual observers
· Manual data will be stored where it not accessible to anyone who does not have a legitimate reason to view or process that data
· Particular attention will be paid to the need for security of sensitive personal data
5.
Cloud Software Services 
Responsibility for all areas of data protection compliance remains with the Trust and its academies even when cloud based software is provided through an external supplier.
The key obligations related to cloud based software addressed under the Data Protection Act are:

· data processing – Ensuring that a contract and data processing agreement is in place with the supplier to ensure they comply.
· data confidentiality – The supplier must provide sufficient guarantees about the technical and organisational security measures governing the processing to be carried out.
· data integrity – defined as “the property that data is authentic and has not been maliciously or accidently altered during processing, storage or transmission” Suppliers need to confirm compliance
· service availability – There may be accidental loss of network connectivity with the service provider. Therefore the Trust and its Academies ensure measures are in place to cope with the possibility of disruptions such as backup internet links (depending on level of risk)
· data transfers beyond the European Economic Area (EEA) – Suppliers should confirm they meet the requirements of the DPA re. permitted transfers of personal data beyond the EEA.
· use of advertising – The Trust will not permit any cloud based software provider to engage in advertisement related data mining/profiling activities without their consent.
Prior to subscribing to and using any cloud based software, the Trust will ensure that its suppliers comply with the Data Protection Act and its main provisions. This will be carried out by asking the supplier to complete a self-certification checklist which the Department for Education is (DfE) is currently facilitating. In some cases the Trust may carry out a Privacy Impact Assessment (see DfE guidance on code of practice on PIAS)

6.
Data Checking

· The Trust will issue reminders to staff to ensure that personal data held is up-to-date and accurate
· Any errors discovered will be rectified and, if the incorrect information has been disclosed to a third party, any recipients informed of the corrected data
7.
Data Disclosures

· Personal data will only be disclosed to organisations or individuals for whom consent has been given to receive the data, or organisations that have a legal right to receive the data without consent being given
· When requests to disclose personal data are received by telephone it is the responsibility of the Trust to ensure that a written request for the data is received before that information is disclosed
· If a personal request is made for personal data to be disclosed it is again the responsibility of the Trust to ensure the caller is entitled to receive the data and that they are who they say they are. If the person is not known personally, proof of identity should be requested
· Personal data will not be used in newsletters, websites or other media without the consent of the data subject
· Personal data will only be disclosed to Police Officers if they are able to supply a WA170 form (or equivalent form for forces outside of the West Midlands) which notifies of a specific, legitimate need to have access to specific personal data
· A record should be kept of any personal data disclosed so that the recipient can be informed if the data is later found to be inaccurate
8.
Subject Access Requests

· If the Trust receives a written request from a data subject to see any or all personal data that the Trust holds about them this should be treated as a Subject Access Request and the Trust will respond within the 40 day deadline
· Informal requests to view or have copies or personal data will be dealt with wherever possible at a mutually convenient time but, in the event of any disagreement over this, the person requesting the data will be instructed to make their application in writing and the Trust will comply with its duty to respond within the 40 day time limit
· Data Protection statements will be included on the Trust website and on any forms that are used to collect personal data
9.
Sensitive Data

In addition to general data about each data subject, the Trust holds 'sensitive personal data' which data subjects have given voluntarily.  This is used to compile statistical reports, including equal opportunities monitoring. 

Sensitive personal data includes:

· social or ethnic origin 

· political opinions

· religious beliefs

· membership of a trade union

· physical or mental health or condition

· sexual life

· actual or alleged offences
Appendix 1: The Data Protection Act Principles

Staff must comply with the eight principles on how data can be legally processed.  "Processing" includes obtaining, recording, holding and storing information and carrying out any operations on the data, including adaptation, alteration, use, disclosure, transfer, erasure and destruction.
1. Personal data shall be processed fairly and lawfully
We must make clear to all individuals what information we collect about them and why.  In the case of sensitive personal data specific consent must be obtained, that is, the individual must be informed that this type of data is being held, told the reason for it and asked to give consent for its disclosure.  Photographs count as sensitive data since they may reveal information about the subject’s race or disability so permission should always be obtained to keep a copy or to use a photograph of an individual.
2. Personal data shall be held only for one or more specified and lawful purposes and shall not be further processed in any manner incompatible with that purpose or purposes
Do not use data obtained for one purpose for a different purpose.  For example, home addresses of staff and students will be used only for delivery of relevant correspondence directly related to staff members’ employment or students’ education.
3. Personal data shall be adequate, relevant and not excessive in relation to the purpose for which it is processed
Do not collect information about individuals which is not strictly necessary for a legitimate trust purpose and do not collect more information than is necessary.  Do not seek data without ensuring that the question is strictly relevant.  Always make sure that individuals understand the purpose for which you are collecting data – it is not sufficient to hide a clause in small print.  If data are given or obtained which are excessive for the purpose they should be immediately deleted or destroyed.
4. Personal data shall be accurate and where necessary kept up to date
If data are kept for a considerable length of time they must be reviewed and, if necessary, updated.  No data should be kept unless it is reasonable to assume they are accurate. 
5. Personal data processed for any purpose shall not be kept for longer than is necessary for that purpose
There should be regular reviews of files to ensure that data are not kept for longer than required for the particular purpose.  
6. Personal data shall be processed in accordance with the rights of data subject under the Data Protection Act
You should always consider the rights of individuals in respect of their data i.e. that their consent should be obtained if data are to be kept and used for any purpose; that they are entitled to know what data are kept about them and that no personal data will be disclosed to anyone inside or outside the Trust who does not need to have that data.
7. Appropriate technical and organisational measures shall be taken against unauthorised or unlawful processing of personal data and against accidental loss or destruction of, or damage to, the data
You should ensure that any personal data is kept in a secure place, for example, in filing cabinets that can be locked or in rooms that can be locked when unoccupied.  Desktops should be cleared of personal data at night.  You must seek to prevent unauthorised access to any computers that contain personal data, for example, by locking your PC when you are away from your desk and keeping your password secret.
8. Personal data shall not be transferred to a country or a territory outside the European Economic Area unless that country or territory ensures an adequate level of protection for the rights and freedoms of data subjects in relation to the processing of personal data 

No data can be transferred, even for a legitimate purpose, outside the European Economic Area unless we are satisfied that adequate safeguards are in place (usually in the form of a contract).  It is also an important consideration when putting information on the Web which can be accessed from anywhere in the world. If information is transferred to a third party, the data subject(s) should be informed in line with Principle 1.
Appendix 2: Definitions

The following definitions have been extracted from "The Data Protection Act 1998 – An Introduction" produced by the Information Commissioners Office (ICO).

Data

Data means information which:
· is processed by means of equipment operating automatically in response to instructions given for that purpose; 

· is recorded with the intention that it should be processed by means of such equipment; 

· is recorded as part (or with the intention that it should form part) of a relevant filing system. 
Data Subject

Data subject means an individual who is the subject of personal data.

Data Controller

Data Controller means a person who (either alone or jointly or in common with other persons) determines the purposes for which and the manner in which any personal data are, or are to be, processed.

A data controller must be a "person" - i.e. a legal person. This term comprises not only individuals but also organisations such as companies and other corporate and unincorporated bodies of persons.

Under Data Protection legislation, the trust is defined as the Data Controller.

Personal Data

Personal Data means data which relate to a living individual who can be identified:

· from those data, or;
· from those data and other information which is in the possession of, or is likely to come into the possession of, the data controller
It includes any expression of opinion about the individual and any indication of the intentions of the data controller or any other person in respect of the individual.

Processing

Processing, in relation to information or data, means obtaining, recording or holding the information or data which includes, in relation to personal data, obtaining or recording the information to be contained in the data, or carrying out any operation on the information or data, including:

· organisation, adaptation or alteration of the information or data; 

· retrieval, consultation or use of the information or data (which, in relation to personal data, includes using the information contained in the data);

· disclosure of the information or data (which, in relation to personal data, includes disclosing the information contained in the data) by transmission, dissemination or otherwise making available;

· alignment, combination, blocking, erasure or destruction of the information or data.

It is difficult to envisage any action involving data which does not amount to processing within this definition.

Relevant filing systems

Any manual files fall under the Act ‘if they are of sufficient sophistication to provide the same or similar ready accessibility as a computerised filing system’. If the information is indexed in such a way that you can locate specific categories of information relating to an individual quickly, it is likely to be a ‘relevant filing system’ under the terms of the Act.
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